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INTRODUCING RESEARCH AND 
DEVELOPMENT 

At this point of the IIoT solution lifecycle, 
you should have all the outcomes of the provid-
ing a solution phase. You understand the business 
model and the value proposition of your product, 
defined the program/project structure, specified 
high-level solution architecture and chose tech-
nologies for product development. You have your 
business team in place and selected the technol-
ogy partners/internal departments that will be 
engaged in the development. 

As the outcome of the R&D phase, expect fre-
quent releases (every 2 weeks) of an IIoT solution 
so your product team can contact your custom-
ers and early evangelists and engage them in the 
product’s evaluation. The feedback will be then 
used to align the value proposition of your solu-
tion with actual market needs. 

On the engineering side, expect frequent 
solution releases, specifications, designs, tests 
executions and engineering inputs to the future 

solution development road maps. Remember, an 
IIoT solution is more like a marathon, not a short 
distance run, so it is better to get ready for it from 
the very start. 

PROGRAM STRUCTURE
The Figure 2 (see page 42) diagram shows 

how to structure your organization’s solution in 
the R&D phase. A typical organizational structure 

consists of a business team; back end/front end 
project team(s); hardware project team; mobile 
project team; and service delivery team.

The Business Team
The business team is responsible for provid-

ing solution road maps that transform a defined 
value proposition into features and functions to 
be implemented by the engineering teams. With-
in the business team, there should be a product 
manager who is accountable for gathering all the 
requests/feedback from the program’s stakehold-
ers, filtering them with the current solution con-
cept definition and presenting them as an input 
to the R&D team. 

The business team takes R&D’s intermediate 
version of a working solution and demonstrates 
it to customers. The feedback is used to fine-tune 
the solution’s business model, as well as its further 
development plan. The business team is also re-
sponsible for defining and executing a sales and 
marketing strategy. 

This article, the third in the series (Feb/March 2016 and Aug/Sept 2016) about developing an 
Industrial Internet of Things (IIoT) solution, takes a closer look at the second phase: research 
and development (R&D). R&D starts with the go to development milestone, then continues 
to the first go live and subsequent releases until the final stop when the decision to finish the 
development is taken.

Figure 1: Main milestones of an IIoT solution lifecycle

“Remember, 
an IIoT solution is 

more like a marathon, 
not a short distance run, 

so it is better to get 
ready for it from
the very start.”

Phase 2: Research  

and Development
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The Back End/Front End Project Team
Figure 2 presents a single team for both back 

end and front end projects. The back end compo-
nent represents a service, usually hosted on the 
Cloud, responsible for processing service logic and 
data storage. The front end component represents 
a web application that is used to access the service 
by end users.

The back end team develops a service logic 
to handle communication with edge devices and 
then turns the data into information. This is the 
very backbone of your solution. The front end 
team develops a web browser or native Mac/PC 
application that provides access and presents your 
processed information. This type of application is 
often used by business customers who highly val-
ue mobile applications, but still like working on 
convenient desktop/laptop platforms. 

Within this project team, these roles should be 
covered:

•	 Project Manager – responsible for commu-
nications between the client, other program 
stakeholders and project execution.

•	 Business Analysts – gather the solution con-
cept from the product manager and turns 
it into specifications used later by the other 
teams. Individuals in this role should have a 
full understanding of the solution from the 
functional perspective of all IIoT program  
elements. 

•	 UI/UX Designers – design a user interface 
and are responsible for the user’s experience 
of the overall IIoT solution.

•	 Software Developers – responsible for writ-
ing the code and providing designs.

•	 Solution Architect – in charge of the 
overall solution architecture and commu-
nicating it to all program stakeholders.

•	 Tech Lead – supervises the project from 
the technology perspective and resolves 
any technology questions.

•	 Test Manager – defines testing strategies 
and tests levels crucial for the final approval of 
product releases.

•	 Testers – test design and execution activities 
for software packages and any activities with-
in project execution.

•	 Configuration Managers – in charge of man-
aging IT infrastructure and the solution’s envi-
ronments.

Due to the R&D characteristics of an IIoT solu-
tion, the business analyst, UI/UX designers and 
solution architect roles should be shared among 
all project teams making up the final IIoT pro-
gram. The business analyst specifies a common 
consistent vision of the solution shared among all 
projects; the UI/UX designers turn the vision into a 
common user experience along all IIoT elements; 
and the solution architect creates common solu-
tion architecture that all projects must follow.

Hardware Project Team
The hardware team designs, implements and 

prepares edge devices for manufacturing. The 
structure of a sample hardware team is:

•	 Project Manager – secures communications 
between the program and the hardware team 
and coordinates hardware development  
activities.

Figure 2: Sample IIoT program structure
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Figure 3: Business team input into R&D phase

Figure 4: Research and development execution overview
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•	 System Architect/Designer – in charge of 
design decisions, decomposition into hard-
ware/software components and final system 
architecture. The individual in this role should 
have an in-depth knowledge of both hard-
ware and software components of the em-
bedded devices.

•	 Electronic Hardware Designer – handles 
digital and analog circuit designs, printed 
circuit board (PCB) designs and components 
selection.

•	 Embedded Software Developer – develops 
the embedded software and the correspond-
ing automatic tests.

•	 Testers – perform test strategy development 
for the hardware project and test designs and 
execution.

•	 Configuration Manager – responsible for 
managing environments, bill of materials (BOM) 
for the edge device, the release of the edge  
device and its identification along its lifecycle.

•	 Industrial Designer – designs the physical 
aspect of the product that will be aligned with 
its intended use, attractiveness and feasibility 
to manufacture at a reasonable cost.

The primary outcome of a hardware project 
is a physical device to be manufactured. Thus, the 
hardware team collaborates closely with other 
project teams, as well as the external organiza-
tions responsible for manufacturing and assem-
bling the edge device. 

Mobile Project Team
The mobile project team designs and de-

velops mobile applications for the IIoT solution. 
On the one hand, mobile applications may be 
used to communicate with the edge devices, 
such as during the initial configuration. On the 
other hand, they let end users utilize the solu-
tion in the immediate proximity of monitored 
objects and play an important role in end user 
communication. Mobile apps communicate with 
the back end component to retrieve and present 
data through the mobile application.

Members of the mobile project team have 
similar roles as the back end/front end team: proj-
ect manager; business analysts; UI/UX designers; 

mobile apps developers; testers; and configura-
tion managers. Organizations developing a mobile 
application for both iOS and Android platforms 
can reuse some common designs and specifica-
tions, but both applications have to be developed 
independently.

AGILE / MATURITY / COMPETENCIES 
PARADIGMS

The next area to discuss is the development 
paradigms. The first one is Agile/Lean approach. 
Embrace the fact that you are not going to fully 
understand your product before the Research 
& Development phase. Assuming that you have 
done a good job in the Providing a Solution phase, 
you have proven that your business model is go-
ing to work. Now, with the Research & Develop-
ment, you should use frequent IIoT solution releas-
es (every 2 weeks) to present your product to users 
and turn their feedback and information into the 
development roadmap and the updated solution’s 
value proposition. This approach to development 
is described more broadly in The Four Steps to the 
Epiphany1 book and is reflected in such develop-
ment methodologies like Agile or Scrum. 

With the level of complexity required to de-
velop an IIoT solution, the agile methodologies 
are not sufficient to manage it alone. Five different 
project teams working jointly on a quite complex 
business/engineering program needs a structured 
approach to R&D processes with a strong focus on 
collaboration to execute efficiently. On the man-
agement side, methodologies, such as project 
management body of knowledge2 and informa-
tion technology infrastructure library (ITIL)3 pro-
vide that structure.

In addition, other tools should be incorporated 
to enhance communications and program execu-
tion, such as:

•	 Confluence – wiki like team collaboration plat-
form, with the ready-to-apply collaboration 
templates

•	 JIRA – issue and project tracking system
•	 ins2outs.com4 – a quality and know-how col-

laboration platform where all the roles and 
processes have been documented; also can be 
used to structure service delivery processes;

•	 Amazon Web Services (AWS) – as the primary 
vendor of IaaS services

Developing an IIoT project requires a mix of 
managerial, technology and business skills. There-
fore, you should look for employees or business 
partners that have already taken part in the devel-
opment of such solutions. You should be looking 
for managerial competencies proven with project 
or program management certification. Technolo-
gy competencies should be based on people who 
have worked on complex projects and have ex-

perience in technologies that are fit for use in IIoT 
solutions. Equally important is expertise in one of 
the Cloud platforms, as your IIoT solution will more 
than likely use one of them. In terms of business 
skills competencies, look for partners who can 
help you address challenges in the IIoT product 
lifecycle. If this is your first IIoT project, remember 
the flows in the business model and value prop-
osition are the hardest to fix in the project execu-
tion, so strong business skills will be of great value.

TIME TO MARKET
With some IIoT projects, the R&D phase 

may close within 12 months, starting from the 
go-to-development milestone to the go-live ver-
sion release. That time includes recruitment, all 
program components development and releasing 
the solution to the IT infrastructure. That proves 
that the IIoT’s first version development can be 
accomplished in a relatively short time. However, 
it would be a mistake to think that the IIoT R&D 
phase is over then. Usually, it continues incremen-
tally, focusing on product development beyond 
the minimum viable product (go live) release. 

DEVELOPMENT PROCESS FLOW
So, how should you structure a “typical” IIoT 

program development process flow? Figure 4 rep-
resents an example of one such.

Divide your program into three-month 
planning increments. For each of those phases, 
prepare a program road map that is agreed upon 
among the product manager, project managers 
and business analysts. At the end of each three 
month period, schedule a joint release from all 
program components. 

Then, business analysts start their work pre-
paring specifications for both back end/front end 
and mobile projects. The hardware project man-
ager, together with the system architect/designer, 
prepares the same plan for the edge device de-
velopment. The high-level plan for the next three 
months is agreed upon, as well as the approach 
for integrating all program components and their 
acceptance criteria specified. 

Next, divide project execution into two-week 
sprints. Business analysts start working on more 
detailed specifications in the form of user interface 
mock-ups, user stories, requirements, or any oth-
er designs for the upcoming sprint. Each project 
team takes those specifications as input to plan 
the next two-week development period. 

Within a sprint, UI/UX designers turn UI 
mock-ups into final UI/UX designs. Developers im-
plement the functionalities of the solution based 
on the specifications, UI/UX designs and in accor-
dance with the documented solution architecture. 
Testers independently verify the outcomes of that 

You should have not only 
competent teams but a  
structured approach to 

Research & Development 
processes with a strong focus 

on collaboration as well.



work and also extend test specifications with the 
new test conditions. Testers use the specifications 
from business analysts as the basic criteria for ver-
ifying the implemented work. The configuration 
manager creates/updates the environment instal-
lation manuals and version deployment manuals 
that later will be handed over to the service de-
livery team.

At the end of each sprint, release the new 
projects’ functionality and deploy the solution to 
one of the presentation environments, such as a 
Cloud-based web service, so it’s available to all 
program stakeholders.

At the outcome of each sprint, the business 
team has a new live solution version ready to try 
out and can evaluate it with customers and other 
IIoT solution stakeholders. Use the feedback from 
such meetings to adjust the product develop-
ment’s direction to current market needs. 

Next, prepare the final solution release. The 
release tests plan is executed in order to prove that 
the release meets specified acceptance criteria. 
The release package is then delivered to the ser-
vice delivery team for planning the deployment/
transition on the production environment. Then, 
a new cycle for the next three months starts with 
the same activities.  

RESEARCH AND DEVELOPMENT 
CONCLUSION

The approach to the R&D phase poses all the 
challenges of developing an IIoT program with all 
the software, hardware and organization compo-
nents. Still, with a proper team in place and the 
use of the agile/maturity/competencies paradigm, 
the development of such a system should not be a 
challenge to a competent and experienced team. 
Just remember, your first go-live IIoT solution re-
lease can be as close as only 12 months from now. 

The next article in the series will focus on Phase 3: 
Service Delivery. Be sure to read it in the next issue 
of Uptime. 
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